Intro
. . . . . @ Modernization
Contlnuum tO UnlOCk dlgltal Innovatlon... @ Digital Transformation

Data migration

Data modernization

Advanced analytics

Data Estate

Data intelligence
(Al/ML)

Intelligent apps
(cloud native)

Smart apps (infused with pre-built Al)

Application Dev

App modernization
App migration

F—— Foundational | Innovation |
Strategic value & capabilities
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So, how do you build that capability?

Culture Alliances Telemetry Agility Rewards Culture

Refine & Repeat
02 10

04 08

Skills Quality & Standards & Assurance Ethical Community
Availability of Framework
Datasets



Capabilities

/Data Storage and Retrieval

/

/Data Ingestion / Orchestration / Integration

Relational DB j[Data—warehousej [File Share (SMB)

Evt/Msg IngestioD[ Unstructured j [Biz Rule Enginej

[ Search j@ata Lake (HDFSD[ NoSQL
[ HPC j[ Graph j[ Data Sharing
o

N\

ETL or Equivalent Orchestration Integration
Data Movement
o

Data Curation
J

Compute and Analytics

[ Big Data ] [ Stream )
[ laaS VM ) [ Batch ]
[ Web / App ] [Cache Service)
(g we
[Confidential ] [ Serverless )
[Model Mgmt.] [ ]

\\

Al and ML

Language / NLF)[ Vision

e )

RPA ] [Text Analytics

TN

Notebooks ] [ BOTs

Lifecycle Mgmt.]( AutoML

-

N N N N

\\
/

Software Development

Dev PIatform) [Test Platforms
Source ControD [ DevOps
Team CoIIab] Gow—Code Dev

Bl and Analytics R

Semantic Laye) Qd—hoc Analytics
Pgt. Reporting) [Dashboarding
/

N

(NN ()
=

\\

o)

P

Security and Authentication

[Key Mgmt.] [Single Sign On] [ B2B/B2C ) [Threat Analytics ) [Security Policies) [ Audit )

Governance

Data Catalog
Data Quality

APl Mgmt.

Networking

Hybrid Inte.

Firewalls

i

Operations

Management
Identity Mgmt.

Cost Mgmt.

Optimisation




As-Is
Capabilities

Data Storage and Retrieval Data Ingestion/ Orchestration / Integration Governance

-- - - - T
- - - - - o
- o - - o

Compute and Analytics Al and ML Software Development

Language / NLP Vision Dev Platform Test Platforms .
Hybrid Inte.
- [ - J[Te)(t Analytics) - -

[ Web / App J [Cache SerViceJ - [Team CoIIab) Gow-Code Dev]

Bl and Analytics

[Confidential] [ Serverless ]
[Model Mgmt} feployment S\i Pgt Reporting - Cosi Mgmt

Security and Authentication

- o [ o J [ThreatAnalytich - - o




Data Storage and Retrieval

Compute and Analytics

Security and Authentication

Data Ingestion / Orchestration / Integration

Governance

Data Storage and Retrieval

Data Ingestion / Orchestration / Integration

Governance

Relational DB Data-warehouse
Postgres (MPP)

Search
Azure Search

(Elastic)

HPC
Azure Storage,
SSD, Avere

laaSVM
Azure VM
Web / App Cache Service
Azure WebApp ADB, HD!,
Synapse
Containersan HPC
Orchestration Azure Batch
AKS PU/Infiniban
Confidential Serverless
Azure SGX VM ACI, AZ.
Functions

Model Mgmt. eployment Sv¢
ure Container| | ARC, lot Edge,
Registry Az.Stack

Security and Authentication

File Share (SMB)
Azure Storage

Files

)

vt/Msg Ingesti
Kafka on
ventHub & H

on Unstructured
ADF
D,

Biz Rule Engine

Data Catalog
ADC G2

TL or Equivalent
ADF DataFlow
ata Wranglin

Data Sharing
gzure Data Sha

>

Al and

ML

Orchestration

ADF

Integration
Logic Apps

Software Development

anguage

Cog Services

/ NLI Vision
Cog Services

Github, ADO

Dev Plaﬁorm]

Test Platforms
Azure DevTest

RPA
Power
Automate

Text Analytics
Cag Services

Source Contro DevOps
Github, ADO Github, ADO

BOTs
Bot Service

Team Collab
Teams,
Visual Studio

Low-Code Dev
Power Platform

Logic Apps

AutoML
Azure

ML Services

Bl and Analytics

mantic Layer
PowerBl

d-hoc Analytic
PowerBI

Data Quality
ADC G2

Networking

Hybrid Inte.
VPN, ExprRoute

DataGatewa

Operations

Pgt. Repol
PowerB

Dashboarding
PowerBI

Cost Mgmt.
Azure Portal

Key Mgmt. Single Sign On
Key Vault Azure AD

B2B/B2C
Azure AD

ecurity Centre

j [ThreatAnaly’li(s
S

)(

ecurity Palicie:
Various

)(

Audit
Various

Optimisation
Azure Advisor

Cloud Native Capabilities
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Maturity Model

App Centric Platform, Governance .
o & Ops Model { Preparation

‘e P
111 o

g Resilience  guummm
Strategy + Some

Adoption

People Process Technology
Organisation Culture Process, Method Plans & Demand Data Tools &
& Practices Programs Management Technology




Maturity Model

=

(\
Tf o

m Resilience s
Business

Outcomes

People Process Technology
Organisation Culture Process, Method Plans & Demand Data Tools &
& Practices Programs Management Technology




Maturity evolution of organization across reporting, deriving insights & decision support

Business Intelligence & Analytics

0

Al / AA -
Al / AA - Descriptive
Dormant Basic Business Intelligence &
No types of Al or AA Reporting
expertise

- Noin-house AA & Al

- May not "own" data

- Some basic reporting &
insights delivered
through 3rd party systems
(i.e. payroll or POS)

- Can deliver historical

- Decision Support: “"What
Happened?”

- Basic AA & No Cognitive Al

reporting, analytics & Insights

P Business Intelligence & Core Analytics

; Al/AA-Core
: Predictive &
I Cognitive
Statistical, Machine
|
I Learning & Cognitive Al
Al / AA -
Diagnostic I
| - Core AA & Al competency;
) non-halistic: focus on key
Advanced & Interactive | zreas
BusinessIntelligence 2.0 | - In-house capability to craft
predictive models &
I solutions
COAMALT | - AA&Alinsilos & apps
Zhd Tier AA & No Cognitive - Decision Support “What
- Primary historical analytics & I will happen?
insights
- Decision Support: “What & |
Why Happened?” |

® Infuse Ador Al

® Custom AA & Al

Statistics, Advanced Analytics & Cognitive Al

9

Al / AA -
Prescriptive

Advanced Statistics,
Machine Learning &
Custom Cognitive Al

Advanced statistics, AA & Al
Advanced skillsets employed
AA & Al in silos & apps
Potentially not cloud enabled
Decision Support: “What
should we do?”

Some recommender systems

© Al Cloud Platform & GTM

Al /AA -
Automated
Decision
Support
Platforms

End-to-end AA / Al
platform enabling
automated

decision support
systems

Thought leadership in
Advanced statistics, AA &
Al

AA & Al surfaced via
platform

Leveraging cloud scale
Decision Support:
(Automated) “What
should we do?”
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What about Governance

Data governance vision and strategy

People

Processes

Policies

Technology

Data lifecycle

Edge

Data center

Multiple clouds

Create /
Ingest

Destroy

Data
Lifecycle

Maintain

Protect

Use

Store




Bake Data & Al ethics in your governance model

& Data producers & consumers & Data engineers & SMEs & Data officers _
| | | | | | — Analytics
. . . . Bl
Data discovery || Data sharing Data quality Master data Data use Data privacy
Business glossary Intra Assessment Ref. data mgmt Data policy Privacy operations
Data catalog Inter Cleaning Master record mgmt. Access governance Risk assessment SIEM
Data lineage Loss prevention
Publish, Discover & Curate Secunty
— Compliance

Data platform

On prem & multi-cloud Operational, analytical, SaaS



Build Governance Framework: Putting responsible Al

Governance

Tools

Principles

Fairness
Accountability
Transparency
Inclusiveness
Reliability & Safety
Privacy & Security

Into practice

= -<

Understand

'< Protect (_

Control

Human-Al Guidelines
Conversational Al Guidelines
Inclusive Design Guidelines
Al Fairness Checklist

Datasheets for Datasets

Chief RAI Officer
RAI Office
RAI Committee

Al Handbook

https://aka.ms/rai-in-action




Tools & Agility

We cannot solve our
problems with the
same thinking we used
when we created them

= Microsoft



Tools and agility (Partner solutions on Azure)

Cata
Soumes

A s

>

S=nsors
and dewices

Productivity Tools

Data catalog ¢
Governance § Lineage

Diata
Ingestion

i streamsets
Testriim
Azure' Databricks
~»talend
( = Informatica

TIMEXXTENDER

#% Paxata

Data Prep/
Management

<D Datameer
2 TRIFACTA,
fidi: Paxata.
{3 Informatica

®

CASK

RO

Waterline Data

Advanced
Analytics

data
ikl
H,0.ai

@studio

Migration

0>WANDISCO

Blf

Visualization
<0 Datameer

ATSCOHLE

+4
Frdableaw

)

Connectors: JDBC, ODEBC

Enterprise grade add-ons (hybrid,
backup, DR, security, perfarmance)

& Simba

]
il
People r~—-———-
P £k
| |
;-
i Yvah
| Wabike
Apps ! ahbi
P e
: Bats
Sutormated
Sarstermn s

ek
1L IMANIS DATA
W WOIN SO0



Tools and agility

[
- i?z

O 3
Azure Synapse Analytics Azure Analysis Services Power BI

Azure Data Azure Import/Export
Factory service Azure SQL DB Azure Cosmos DB
A [ ] e — ,
Azure CLI Azure SDK H . é ‘ L @ P ‘
Q /) 3
Azure Blob Storage  Azure Data Lake Azure Data Azure Azure Azure ML ML Server Azure
Lake Analytics  HDInsight Databricks Databricks

Store

—

e S
2 @ @

Azure loT Hub Azure Event

Hubs
Cognitive Services

Azure Stream Bot service

Azure Search Azure Purview Analytics

Kafka on Azure HDInsight
Operations Azure Functions Visual Studio

Azure Active Directory Azure network Azure key
security groups management service Management Suite

Azure ExpressRoute



Azure Synapse Analytics

Integrated data platform for BI, Al and continuous intelligence

Artificial Intelligence / Machine Learning / Internet of Things —

Intelligent Apps / Business Intelligence

Synapse Analytics

Experience Synapse Analytics Studio

Platform Languages

et fsaf vnon fover Juae fse Jr

Form Factors

SECURITY PROVISIONED ON-DEMAND

Analytics Runtimes

MONITORING

SEEK

METASTORE DATA INTEGRATION

Azure Common Data Model
Enterprise Security

Data Lake Storage N

Optimized for Analytics

Designed for analytics workloads
at any scale

SaaS developer experiences for
code free and code first

Multiple languages suited to
different analytics workloads

Integrated analytics runtimes
available provisioned and
serverless on-demand

SQL Analytics offering T-SQL for
batch, streaming and interactive
processing

Spark for big data processing with
Python, Scala, R and .NET

Integrated platform services
for, management, security,
monitoring, and metastore

Data lake integrated and
Common Data Model aware




Principled Architecture Approach
AN 0@ g

= Microsoft



Data strategy — building blocks of digital transformation

Target capability cloud architecture

Operate & Liaise

Group IT liaison

Azure Customer Success CSA

3d party vendor liaison

Microsoft Partner

Demand management

Cost control

Cloud competency liaison

Acquire data Take off R cireu Land Prepare Publish Analysis & uses
circuit
Batch
. . Collection zones -» landing . .
Variety Velocity Conform Dimensional Analysis Use
S2S VPN _ model
Location Type Al » Micro Structured Bl/visual
Internal ) Batch bat,Ch Validate querying
File landing Relational ML Ops
Golden data Micro model
EDW REST batch Stregm Transform Data On
d Fensling discovery platform
r
3™ party JSON Streaming Public internet Al/ML égress
Landed . » On  pyplish initiatives
Direct Access| | |Relational platform
ingress
Model and manage data
Obfuscation Catalogue / Search analytics Data governance Source reconciliation Data quality Enterprise data model
Build, test and run the platform
Monitoring Scheduling Logging analytics Data lifecycle mgmt Performance Platform availability RBAC Cl/CD laC Data preparation




Platform Topologies : Different Approaches

Centralised Platform

Traditional monolithic
architecture operated centrally

+ Pros

Streamlined consistent processes
One-stop shop

X Cons

... not federated

Restricts speed of innovation/agility
Monolithic

Unsuitable for multi-stakeholder global
enterprise scenarios

Centralised

(Control)

Core Services Provider

Build-out common core services
with flexibility to bolt-on domain
specific customisations

+ Pros

Consistent core processes
Enable domain specialisation
Encourage self-service
Offers flexibility

X Cons

Increased management overhead
Requires governance and data asset
indexing

Source data

Harmonised Mesh

. Analytics platform

Data-lake

Leverage common policies and
templates that ensure baseline
security and compatibility.

+ Pros

Consistent core design

Enable domain specialisation
Encourage self-service

Offers organisational flexibility

X Cons

Increased management overhead
Requires strong governance and
cataloguing

Complete autonomy for groups
to implement own stack in
different environments.

+ Pros

Offers flexibility
Reduced time to market

X Cons

Poor visibility across platform
Incompatible interfaces

Capability duplication, increased costs
Russian doll data integration

Creates technology debt

Consumer group

Distributed
(Agility)



Enterprise Scale Analytics aka .
. Example Node Blueprint
Ha rmor“sed Mesh ®——@ Data Virtualisation Nodes sub-partitioned by domains

. 7
P S— & Platform Integratlon / Common services \\\
7 (i.e. Monitoring, \
/ Key mgmt, config repo) %
\

4

Data Sources : / \
/ 80 89 $0
v\ DI D2 D3/

AY 4
Y 7

Azure Harmonised Mesh allows multiple
groups within an organisation to operate
their own analytics platform whilst

: .. Node #n+1
adhering to common policies and
Consumers
standards. _—

The central datahub hosts data
catalogue, mesh wide audit capabilities,
monitoring, and auxiliary services for
automation.

Data Products

4

AY
\ W Datalake

Data Hub . .
Each node is an instance of

................ the blueprint

The central data platform group defines
blueprints that encompass baseline
security, policies, capabilities and
standards.

Node #n Node #2

New nodes are instantiated based on
these blueprints, which encompass key
capabilities to enable enterprise analytics
(ie. Storage, monitoring, key
management, ELT, analytical engines,
and automation)

Node instances can be augmented to
serve respective business requirements,
i.e. deploying additional domains,
customising domains and data products
within the node.

Nodes are typically split by either org-
division, function, or region.




So how do you start?

Azure Architecture Center

i
A

™

an?

Azure Application Architecture Guide Reference Architectures Microsoft Cloud Adoption Framework for

Azure

A process for creating an organization-wide cloud
adoption strategy, focusing on policies, governance,
and infrastructure.

A set of recommended architectures for Azure, Each
architecture includes best practices, prescriptive
steps, and a deployable solution.

A guide to designing scalable, resilient, and highly
available applications, based on proven practices
that we have learned from customer engagements.

Al and machine learning Big data solutions

? Distributed training of deep learning pqthon Training of Python scikit-learn models ? Batch scoring for deep learning models = Enterprise Bl with SQL Data Warehouse = Automated enterprise Bl with Azure Stream processing with Azure
models i i i j - - :
- al B ) Recommended practices for tuning the i Automate running batchjgbs that apply L T— A {extract-load-transform) pipeline to N Data Factory Databricks
Run distributed training of deep learning hyperparameters of a scikit-learn Python neural style transfer to a video. B 1 | B 1 Automat ELT pipeline 1o perf o ina pipeline that ioi
models across clusters of GPU-enabled VMs.  powered  model, W move data from an on-premises database e Automate an tll pipeline To perrorm ream processing pipeline that joins

into SAQL Data Warehouse.

pulhom Batch scoring of Python models Batch scoring of Spark models on Azure IJL,”hO” Real-time scoring of Python and deep
Batch score many Python models in parallel ‘ Databricks learning models r' Stream processing with Azure Stream
on a schedule using Azure Machine Learning. Build a scalable solution for batch scoring Deploy Python models as web services to T?’Z Analytics

powered an Apache Spark classification model using powered  make real-time predictions, using regular r_l

Real-time scoring of R machine learning
models

Implement a real-time prediction service in
R using Microsoft Machine Learning Server

running in Azure Kubernetes Service (AKS).

Azure Databricks.

Real-time recommendation API

Train a recommendation model using Azure
Databricks and deploy it as an APl using
Azure Machine Learning.

https://aka.ms/data-strategy-blog

®

Python models or deep learning models.

Enterprise-grade conversational bot
How to build an enterprise-grade
conversational bot using the Azure Bot
Framework.

End-to-end stream processing pipeline that
correlates records from two data streams to

calculate a rolling average.

incremental loading from an on-premises
database.

records from two streams, enriches the
result, and calculates a rolling average.
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